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i1t doms_obfuscation_toolkit £, ] LAt 43 #E4T DES, Triple DES ## MD5 Jn%, BIRK AR TBA B

1. MDS5 %

DU 26T MD5 L I R4

MD5 =iz i T4 A8 HIE L, 4o Unix, &% BSD A48 REM, RFELFE S
&, e UNIX R4 A P a9 Z a2 v MD5 (S ek me k) 2 Hash 2 6 A EXH A%
boO% R P ARFWIE, REIA P BN EREAIT MD5 Hash 5, REFEFREALEIS AL
F 84 MD5 A#EATI0ER, #Em A TN B R T EH, Bt X TR, AAEF Rl A F 5D
8RR AL G B DU T AL TT AR R R PR T ARG AR, X TT VA R P AR L R G E B AR
& R P 4aid

MD5 #4E &K AR “FF $7 Begth —A 128bit 69 K ak, JF B2 i@t 128bit KAk R 45 F A4
BARBAE, Bea)iEdbA, PPRARA SRS Ao Sk Ak, LR A — /> MD5 89 A T H =) R4 09
FHE, AEFRELR, RAARBAFTHERALT A0, EXRAAZXNRE, AN ZEMEA
R 50— FRBE B AL O ik R — AR ARAR s T g T ik A RAR G kAR T, — AR R F
RO R BE R TSR, B AR AMIIEE TR AR, R MD5 25 S ik g R g
MD5 14, RJGA A B 4769 MD5 AL XA F b bk

MD5 Jil & i i B2, AT & MD5 AH G BRI
DBMS_OBFUSCATION_TOOLKIT.MD5(
input IN  RAW,
checksum OUT raw_checksum);
DBMS_OBFUSCATION_TOOLKIT.MD5(
input_string IN  VARCHAR2,
checksum_string OUT varchar2_checksum);
DBMS_OBFUSCATION_TOOLKIT.MD5(
input IN RAW)
RETURN raw_checksum;
DBMS_OBFUSCATION_TOOLKIT.MD5(
input_string IN VARCHAR2)
RETURN varchar2_checksum;

R ORI I , AR T2 A A o B e e O 2 5 S8 A . LA adid Seife 1
— TR IE o
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PUF RSB T X T — AR 1R AR, R0k e A S e 2 [ e e 1 B A A

SQL> drop table endeup purge;
Table dropped.
SQL> create table endeup(

2 userid varchar2(10),

3 passwd varchar(20),

4 enpswd char(32)

5 )
Table created.
SQL> insert into endeup values (‘eyglel’,'oracle’,null);
1 row created.
SQL> insert into endeup values (‘eygle2','oracle123',null);
1 row created.
SQL> insert into endeup values (‘eygle3','Oracle@)!)’,null);
1 row created.
SQL> commit;
Commit complete.
SQL>CREATE OR REPLACE FUNCTIONMD5(

2 passwd IN  VARCHAR2)

RETURN VARCHAR2
IS

3
4
5 retval varchar2(32);
6 BEGIN

7

retval = utl_raw.cast_to_raw(

DBMS_OBFUSCATION_TOOLKIT.MD5(INPUT_STRING

8 RETURN retval;
9 END;
10 /
Function created.
SQL> update endeup set enpswd=MD5(passwd);
3 rows updated.
SQL> commit;

Commit complete.

=>

passwd))

4
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SQL> ALTER TABLE endeup DROP COLUMN passwd;

Table altered.

SQL> ALTER TABLE endeup RENAME COLUMN enpswd to passwd;
Table altered.

SQL> select * from endeup;

USERID PASSWD

eyglel A189C633D9995E11BF8607170ECOA4B8
eygle2 754AC3325A7F835BD7B4FD99F85C25FF
eygle3 373AAEF24027643131DE91CE3B6F2761

¥ D1 45E 2 MD5 fings 2 5, JH P 8l A 04 8 MD5 pREGHEF T 15 85 [RS8 rh (R s e A7 L g

PR R E
1T MD5 (AR AP, MD5 s eI X 2 i 42 4 e B AR 1 SR AR 1

2.3DES i

DES Rl Data Encryption Standard - 4l srifE, ¥EAE T 1970 4EZ 4T, T 1976 4F9 36 EIBUMT 1
GEu)

W, B8 12 R A, DES EETXIFREEAA D, A 56 (%4, X TRLRH, Bl 56 (%45
L DES 8N AR 2e 4, Wiz 3DES Frifidis| A, HTimik DES Frifi.

PAF /2 3DES FIA M i 24 21

3DES ( & #k# Triple DES ) = &4 #%m% % (TDEA, Triple Data Encryption Algorithm ) 3k
FALR AR, TAY TARAIEANKIESR B M =K DES mE ik, & Tt Ehuis F 4k He93%5%, DES
TR B REEREHWE AN A ; 3DES Bp ARt A R —FART R ey oy ik, Bpidad 3 m

DES #4547 % B ki %, K S, o R R R — FP AR 4G e 55 B Sk

DES 1# ] 56 12 ZAfe E A3k 09 7 ik, mAEFARN T ET, AR 64 15K Rk K

J6 Bt 4T mE . 3DES & DES M Hikay —FEX,, 128 3 4 56 1y 40T et R,

b
K, B

PAT )2 3DES myfmaid e, b which Z8us sz, S8 0 & TwoKeyMode, fHh 1 fUEAYZ

ThreeKeyMode:

DBMS_OBFUSCATION_TOOLKIT.DES3Encrypt(
input IN RAW,
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key IN RAW,

encrypted_data OUT RAW,

which IN PLS INTEGER DEFAULT TwoKeyMode

iv IN RAW DEFAULT NULL);
DBMS_OBFUSCATION_TOOLKIT.DES3Encrypt(

input_string IN VARCHAR2,

key_string IN VARCHAR?2,

encrypted_string OUT VARCHAR2,

which IN PLS INTEGER DEFAULT TwoKeyMode
iv_string IN VARCHAR2 DEFAULT NULL);

DBMS_OBFUSCATION_TOOLKIT.DES3Encrypt(

input IN RAW,

key IN RAW,

which IN PLS_INTEGER DEFAULT TwoKeyMode
iv IN RAW DEFAULT NULL)
RETURN RAW;

DBMS_OBFUSCATION_TOOLKIT.DES3Encrypt(
input_string IN VARCHAR?2,
key_string IN VARCHAR?2,
which IN PLS_INTEGER DEFAULT TwoKeyMode
iv_string IN VARCHAR2 DEFAULT NULL)
RETURN VARCHARZ2;

T DES Bk LL 64 (rEA Tz, FrLAan e A i/ T 8 Bytes if, DES3DECRYPT i f ot
SEH . ORA-28234 "Key length too short", % &Ll 8 FHr s HAF Sk 2, ML Ee S, 109 Bytes
Jings B S g 5 —> Byte,

ST A3 AR RS N B8 260 -

DBMS_OBFUSCATION_TOOLKIT.DES3DECRYPT(

input IN  RAW,

key IN  RAW,

decrypted_data OUT RAW,

which IN PLS_INTEGER DEFAULT TwoKeyMode
iv IN  RAW DEFAULT NULL);
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DBMS_OBFUSCATION_TOOLKIT.DES3DECRYPT(
input_string IN  VARCHAR2,
key_string IN  VARCHAR2,
decrypted_string OUT VARCHARZ2,
which IN  PLS_INTEGER DEFAULT TwoKeyMode
iv_string IN  VARCHAR2 DEFAUTL NULL);
DBMS_OBFUSCATION_TOOLKIT.DES3DECRYPT(

input IN RAW,

key IN  RAW,

which IN PLS_INTEGER DEFAULT TwoKeyMode

iv IN  RAW DEFAULT NULL)
RETURN RAW;

DBMS_OBFUSCATION_TOOLKIT.DES3DECRYPT(
input_string IN VARCHAR2,
key_string IN VARCHAR2,
which IN PLS_INTEGER DEFAULT TwoKeyMode
iv_string IN VARCHAR2 DEFAULT NULL)
RETURN VARCHARZ2;

PUR 2 3DES fns i iy i S0, FeA PR B o0 8 ALLARIALI, SeBrrhn] LI A /R AR
FA B e S R IR AT EA TR 5
SQL> drop table endeup purge;
Table dropped.
SQL> create table endeup(
2 userid varchar2(10),
3 passwd char(8),
4 enpswd char(32)
5 )
Table created.
SQL> insert into endeup values (‘eyglel','oracle12’,null);
1 row created.
SQL> insert into endeup values (‘eygle2','oracle!@',null);
1 row created.

SQL> commit;
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Commit complete.
SQL> create or replace package MY_ENCDEC_PKG is
2 Key_string varchar2(20) := 'keepthesecretkey';
3 raw_key RAW(128):= UTL_RAW.CAST_TO_RAW(Key_string);
4 function DEC3KEY (iValue in raw, iMode in pls_integer) return varchar2;
5 function ENC3KEY (iValue in varchar2, iMode in pls_integer) return raw;
6 end;
71
Package created.
SQL> create or replace package body MY_ENCDEC_PKG is
2 FUNCTION DEC3KEY (iValue in raw, iMode in pls_integer) return varchar2 as
3 vDecrypted varchar2(4000);
4 begin
5 vDecrypted :=
dbms_obfuscation_toolkit.des3decrypt(UTL_RAW.CAST_TO_VARCHARZ2(iValue),
key_string => raw_key,
which => iMode);

return vDecrypted;

© 00 N O

end;
10
11 FUNCTION ENC3KEY(iValue in varchar2, iMode in pls_integer) return raw as

12 vEncrypted varchar2(4000);

13 vEncryptedRaw Raw(2048);

14 begin

15 vEncrypted := dbms_obfuscation_toolkit.des3encrypt(iValue,

16 key_string => raw_key,
17 which => iMode);
18

19 vEncryptedRaw := UTL_RAW.CAST_TO_RAW(vEncrypted);

20 return vEncryptedRaw;

21 end;

22 end;

23 /
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Package body created.
SQL> col enc for a30
SQL> col dec for a30
SQL> SELECT userid,MY_ENCDEC_PKG.ENC3KEY(PASSWD,1) ENC,
2 MY_ENCDEC_PKG.DEC3KEY(MY_ENCDEC_PKG.ENC3KEY(PASSWD,1),1) DEC FROM ENDEUP;

USERID ENC DEC
eyglel 5E7BA4E986653ECC oraclel2
eygle2 DFCOCA37D34A4EEC oracle!@

DL BiEa s, oT IR BEEASS RRAE, FEn e R, B RO, FrTR R
PN % 4, i WRAP T ESHE RTINS R — MR AR R T 2 2 Piva( BAk WRAP EL4 1T IR fiR
{HEFRATHiiH7E Oracle Database 12¢ HIfiAH, Oracle AJREM ), LA T 28 H WRAP T H @ ad iy— i
PR

TR IEACAS F T-%F ROWID #4734 540 .

create or replace function get_rowid
(I_rowid in varchar2)
return varchar2
is
Is_my_rowid varchar2(200);
rowid_type number;
object_number  number;
relative_fno number;
block_number number;
row_number number;
begin
dbms_rowid.rowid_info(I_rowid,
rowid_type,object_number,
relative_fno, block_number, row_number);
Is_my_rowid := 'Object# is :'[|lto_char(object_number)||chr(10)||
'Relative_fno is :'||to_char(relative_fno)||chr(10)||
'‘Block number is :'[|to_char(block_number)||chr(210)]|

'Row numberis  :'[|to_char(row_number);
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return Is_my_rowid ;
end;

/
AT DR -

SQL> @f_get_rowid

Function created.

SQL> select rowid from dept where deptno=10;

ROWID

AAABiPAABAAAFRSAAA

SQL> select get_rowid('AAABIPAABAAAFRSAAA') from dual;
GET_ROWID("AAABIPAABAAAFRSAAA™)

Object# is 16287

Relative_fno is :1

Block number is :21586

Row number is :0

T wrap S Ko 5 AR I AR -

[oracle@jumper tools]$ wrap iname=f_get_rowid.sql oname=f_get_rowid.plb

PL/SQL Wrapper: Release 9.2.0.4.0- Production on Mon Nov 15 21:59:39 2004
Copyright (c) Oracle Corporation 1993, 2001. All Rights Reserved.
Processing f_get_rowid.sql to f_get rowid.plb

[oracle@jumper tools]$ cat f_get_rowid.plb

create or replace function get_rowid wrapped
0

abcd

abcd

abcd

abcd

abcd

abcd
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1GET_ROWID:
1L_ROWID:

1VARCHAR2:

1RETURN:
1LS_MY_ROWID:

1200:

1ROWID_TYPE:
INUMBER:
10BJECT_NUMBER:
1RELATIVE_FNO:
1BLOCK_NUMBER:
1ROW_NUMBER:
1DBMS_ROWID:
1ROWID_INFO:
10bject# is tIt
1]11:

1TO_CHAR:

1CHR:

110:

1Relative_fno is :::
1Block number is :::
1Row number is tI

0

0

0

83

2

0 a0 8d 8f a0 b0 3d b4

2 a0 2c 6a a3 a0 51 a5 1c
81 b0 a3 a0 1c 81 bO a3

a0 1c 81 b0 a3 a0 1c 81

b0 a3 a0 1c 81 b0 a3 a0
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1c 81 b0 :2 a0 6b :6 a0 a5 57
a0 6e 7e 2 a0 a5 b b4 2e

7e a0 51 a5 b b4 2e 7e

6e b4 2e 7e 2 a0 a5 b b4

2e 7e a0 51 a5 b b4 2e

7e 6e b4 2e 7e 2 a0 a5 b

b4 2e 7e a0 51 a5 b b4

2e 7e 6e b4 2e 7e :2 a0 ab5

b b4 2e d :2 a0 65 b7 a4

bl 11 68 4f 1d 17 b5

ooooo0o0

/

BE S5 AT LA 0 2% s A

SQL> @f_get_rowid.plb

Function created.

SQL> select get_rowid('AAABIPAABAAAFRSAAA') from dual;
GET_ROWID("AAABIPAABAAAFRSAAA™)

Object# is 16287
Relative_fno is :1
Block number is :21586

Row number is :0
T, WORAE I b R b i B2l R R iR
kgepop: no error frame. to pop to for error 1801

TS ERIFREE A5 B NLS_LANG, #ilin7e Windows T A LN F & .

C:\oracle\ora92\bin>set NLS_LANG=CHINESE_CHINA.ZHS16GBK

XA RN, fE—E R LRI e
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3G

T InERE %2 4h, dbms_obfuscation_toolkit f3A 1 UL T HfhBUREd , Oracle 24t T —4>
YR TR IS G RS 2 BRI A, LU BBk B MOS Note 197400.1, L5235 7% .

SQL> drop table cards;
Table dropped.
SQL> create table cards (cust_id number primary key, encrypted_card_id raw(64));

Table created.

PR i B T AR i 2E AT -

SQL> create or replace procedure insert_card( cust_id IN number,
2 plain_card_id IN varchar2,
password in raw) as
random_seed raw(80);
random_IV  raw(8);
pseudo_string varchar2(100);
plain_card_raw raw(256);

encrypted_card_raw raw(256);

© 00 N o 0o b~ W

begin

10 -- generate a random |V, it does not need to be secret, only random
11 pseudo_string := to_char(sysdate,'yyyymmddssmi');

12 pseudo_string := rpad(pseudo_string,80,pseudo_string);

13 random_seed := utl_raw.cast_to_raw(pseudo_string);

14 dbms_obfuscation_toolkit.desgetkey(seed => random_seed,

15 key => random_IV);

16 -- prefix the plain_card_id with the random IV

17 plain_card_raw := random_IV||utl_raw.cast_to_raw(plain_card_id);
18 -- encrypt the plain card id

19 dbms_obfuscation_toolkit. DES3Encrypt(

20 input => plain_card_raw,

21 key => password,

22 encrypted_data => encrypted_card_raw,
23 which => 1);
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24
25
26
27

insert into cards values (cust_id,encrypted_card_raw);
commit;
end;

/

Procedure created.

VAR 3 8 U TR b 14 Rl e 2 -

SQL> create or replace procedure get_card(cust_id IN number,

2

© 0O N o o b~ W

10
11
12
13
14
15
16
17
18
19

password IN raw,
plain_card_id OUT varchar2) as
plain_card_raw raw(256);
encrypted_card_raw raw(256);
decrypted_card_id varchar2(24);
begin
select encrypted_card_id into encrypted_card_raw
from cards where cust_id = cust_id;
dbms_obfuscation_toolkit. DES3Decrypt(
input => encrypted_card_raw,
key => password,
decrypted_data => plain_card_raw,
which => 1);
decrypted_card_id := utl_raw.cast_to_varchar2(plain_card_raw);
-- discard the random IV
plain_card_id := substr(decrypted_card_id,9);
end;
/

Procedure created.

PAF i A A — 28, Gl i s A T A A -

SQL> set serveroutput on

SQL> declare

2
3
4

208

password raw(256);
begin

-- this is a sample password, do not use this password in real applications
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5 password := hextoraw('0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF');

6 -- you must supply a string that is a multiple of 8 bytes
7 insert_card(1,'1234567890123456',password);

8 end;

9 /

PL/SQL procedure successfully completed.

AWRERR, TR BIRSE R LU e 4 b ok

SQL> col encrypted_card_id for a60
SQL> select * from cards;
CUST_ID ENCRYPTED_CARD_ID

1 9A0C234E7207F069CE33A34EF2A333755C88A0370713F00C
AR & B O A 0 o e e
SQL> declare
2 password raw(256);

plain_card_id varchar2(16);
begin

3
4
5 password := hextoraw('0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF');
6 get_card(1,password,plain_card_id);

7

dbms_output.put_line(plain_card_id);
8 end;
9 /
1234567890123456

PL/SQL procedure successfully completed.

Bl 2 = 5P BeA k5, —F— 2R, LR E 2N .

4.DBMS_CRYPTO hi#

M Oracle 10g F#, DBMS_CRYPTO F/FAu# 5 | ABIEHRZEH , 3458 e DBMS_OBFUSCATION_
TOOLKIT, DBMS_CRYPTO S #:ZffinsE sk, i Advanced Encryption Standard(AES) X FREEHDFibrifE,
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ZARMER NIST (the National Institute of Standards and Technology ) 25 E ZARM RBFSEIRME, #:4L DES
BRI RRUE

DBMS_CRYPTO WAy Fnl AAE R 2540, W] DL A 38 @3- EaE% 8. TR oracle Ay %R
RUBEAT I A%, 4G RAW, LOB 2870, ¥ ILAGIEME . 7 . SCRYSCORSEHTAT LAgn %, BLOB, CLOB 2%
AR BERE 85, 1o, DBMS_CRYPTO iS44It T &EkIb X HF, AT ATEAS R ERF 82 B P 2 0] 204 T4
i TAE,

DBMS_CRYPTO LA F N8

1. Data Encryption Standard (DES), Triple DES (3DES, 2-key and 3-key)
2. Advanced Encryption Standard (AES)

3. MD5, MD4, and SHA-1 cryptographic hashes

4. MDS5 and SHA-1 Message Authentication Code (MAC)

DBMS_CRYPTO £t/ 4% i gt arhge, JF HA JLRAMLEn] ik, 45 PKCS (Public Key
Cryptographic Standard) #5, LI ZFHu#abat#iizl, 45 CBC (Cipher Block Chaining). %72 )% {d H
$ORACLE_HOME/rdbms/admin/dbmsobtk.sql fiAs g7 , Hori 412 T DBMS_CRYPTO #il dbms_obfuscation_toolkit
PIRIAS , N 3RFNH T IX AP ALY S R 2 AL, FATRT LI £ DBMS_CRYPTO BN 24 Mlak K, M 10g i,
A FHX 1~ PACKAGE 1% -

Package Feature DBMS_CRYPTO DBMS_OBFUSCATION_TOOLKIT
Cryptographic algorithms DES, 3DES, AES, RC4, 3DES_2KEY DES, 3DES

Padding forms PKCS5, zeroes none supported

Block cipher chaining modes CBC, CFB, ECB, OFB CBC

Cryptographic hash algorithms MD5, SHA-1, MD4 MD5

Keyed hash (MAC) algorithms HMAC_MD5, HMAC_SH1 none supported

Cryptographic pseudo-random number RAW, NUMBER, BINARY INTEGER RAW, VARCHARZ

generator

Database types RAW, CLOB, BLOBE RAW, VARCHARZ

DBMS_CRYPTO NH#ZEX+#F VARCHAR2 FEEAY, WTH LT, RAW BYEESSRIGEA TR 3, 3t 2
%} dbms_obfuscation_toolkit F2F£d itk #E 2 4k

LA DBMS_CRYPTO GLAEREGEN], Herh MR 2, e Z iy, s S el o i — i) AL32UTF8
TATER LAKE G n] RE DR D A B DAl SR TR AR K
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CREATE 0OR REPLACE PACKAGE DEMS_CRYPTO AS

—— PACKAGE MNOTES

—— DBMS_CRYPTO contains basic cryptographic functions and
—— procedures. To use correctly and securely, a general level of
—— security expertise is assumed.

——| VARCHARZ datatype is not supported. Cryptographic operations
——lon this type should be prefaced with conversions to a uniform
——| character set (AL32UTFEB) and conversion to RAW type.

—— Prior to encryption, hashing or keyed hashing, CLOB datatype is
—-— converted to AL32UTFB. This allows cryptographic data to be
—— transferred and understood between databases with different

—— character sets, across character set changes and between

-- separate processes (for example, Java programs).

AT Sl i A S B AR FH AR A 5 s A e s A it 2 «
SQL> DECLARE

2 |_credit_card_no VARCHAR2(19) :='1234567890123456',

3 |_card_no_raw RAW(128) := utl_raw.cast_to_raw(l_credit_card_no);

4 |_raw_key RAW(128)
utl_raw.cast_to_raw('0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF');

v_encrypted_raw RAW(2048);

5
6
7  v_decrypted_raw RAW(2048);
8 BEGIN
9 dbms_output.put_line(‘Credit Card Number : ' || |_credit_card_no);
10
11 v_encrypted_raw := dbms_crypto.encrypt(l_card_no_raw,
dbms_crypto.des_cbc_pkcs5, |_raw_key);

12
13 dbms_output.put_line('Encrypted : '

|| RAWTOHEX(utl_raw.cast_to_raw(v_encrypted_raw)));
14

15 v_decrypted_raw := dbms_crypto.decrypt(src => v_encrypted_raw,
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typ => dbms_crypto.des_cbc_pkcs5, key =>|_raw_key);
16
17 dbms_output.put_line('Decrypted : *
|| utl_raw.cast_to_varchar2(v_decrypted_raw));
18 END;
19 /
Credit Card Number : 1234567890123456
Encrypted :
43423232453043343941373345304530434146354433313832454533463738373935433032334342
4631393031313533
Decrypted : 1234567890123456

SoF T4 B e 3 A a] LU S UTL_118N.STRING_TO_RAW F1 UTL_I18N.RAW_TO_CHAR 5%
o VATFRA0E UTL_ 118N S5y .
SQL> DECLARE
2 input_string VARCHAR?2 (200) := 'Oracle Database 12c';

3 output_string VARCHAR2 (200);

4 encrypted_raw RAW (2000); -- stores encrypted binary text

5 decrypted_raw RAW (2000); -- stores decrypted binary text

6 num_key_bytes NUMBER := 256/8; -- key length 256 bits (32 bytes)

7 key_bytes raw RAW (32); -- stores 256-bit encryption key

8 encryption_type PLS_INTEGER := -- total encryption type

9 DBMS_CRYPTO.ENCRYPT_AES256 + DBMS_CRYPTO.CHAIN_CBC + DBMS_CRYPTO.PAD_PKCS5;
10 BEGIN

11 DBMS_OUTPUT.PUT_LINE ( 'Original string: ' || input_string);

12 key_bytes_raw := DBMS_CRYPTO.RANDOMBYTES (num_key_bytes);

13 encrypted_raw := DBMS_CRYPTO.ENCRYPT (

14 src => UTL_I18N.STRING_TO_RAW (input_string, 'AL32UTF8"),
15 typ => encryption_type, KEY => key_bytes_raw );

16 DBMS_OUTPUT.PUT_LINE (‘Encrypted string: ' || encrypted_raw);

17 decrypted_raw := DBMS_CRYPTO.DECRYPT ( src => encrypted_raw,

18 typ => encryption_type, KEY => key_bytes_raw );

19 output_string := UTL_I18N.RAW_TO_CHAR (decrypted_raw, '‘AL32UTF8);

20 DBMS_OUTPUT.PUT_LINE ('Decrypted string: ' || output_string);
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21 END;
22 |/
Original string: Oracle Database 12c

Encrypted string: 6071580A787F1BA155CA93993175EB81C1A7D4344577DC145449F09959B5EB85
Decrypted string: Oracle Database 12c

PL/SQL procedure successfully completed.

DBMS_CRYPTO WyZhggAER oI, X TL e A RKE D, [ERRAMR I B Z 292 P,
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— KTl 5 | % 19 KMk

ASM (RIPTUARZRS | KT

VERBHRREAE N B, DA TRIBLG: . RS- A84TCIE, WiFRZ DBA ARE MBS FIE AT L B,
FACHHRIALTI, A — ALK B A, A RISk — I I 55 e A LIRS e, SRS R LR AG £
FIPRE AL TR/ N

LA R IO S AR B E] TIRZRZ

VAV Pty S
WA IR
HEPIERBIE 2 5, BRAET H/NES .

PLEF e TARIAS /N OB CET A B LA

B PR A B 2% v R B e
SEARHUMAIRIZ , FUE R BRI ASM REBEAL TCTR (R LR
Kl i i 55 1 52 R

GMEFE

o~ wn e

— YUV RETERIREE, B A ST R AR BE PR, T UL | T 2 AN AT ek

=BIER
AR AT 057747
L BRI R R 2

URAES Y BRI R BEF i, TERTRERYEOUT , Sl Je MBI e s NSRBI A REICHT, IR 2
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TEYESFIE RO AU, R R, IR AR S 1
2. EiR & YR M 2 28 4 F AR E

Bl RO | BUGLES, NSRS T ASE LRI TIRIE, A IR B4R AU £
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Thu Jun 25 01:20:39 2009
Thread 1 advanced to log sequence 134760
Current log# 5 seg# 134760 mem# O: +DG_DATA_O1/billbj/onlinelog/group_5
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Thu Jun 25 01:29:36 2009

ospid 25202: network interface with IP address 10.1.1.1 is DOWN

Thu Jun 25 04:32:51 2009

Starting ORACLE instance (normal)

LICENSE_MAX_SESSION = 0O

LICENSE_SESSIONS_WARNING = O

Interface type 1 lanl 10.1.1.0 configured from OCR for use as a cluster interconnect

Interface type 1 lanO 192.168.0.0 configured from OCR for use as a public interface

HI TR b — S AC BT HL , AR RSS2 B, 5 S AR R L T R

Thu Jun 25 05:00:11 2009

Errors in file /u0l/app/oracle/admin/billbj/udump/billbjl ora 8184.trc:
ORA-15062: ASM disk is globally closed

ORA-15025: could not open disk "/dev/rdsk/c12t0d2*

ORA-27041: unable to open file

HPUX-1a64 Error: 6: No such device or address

Additional information: 3

Thu Jun 25 05:00:29 2009

Errors in file /uOl/app/oracle/admin/billbj/udump/billbjl ora 8761.trc:
ORA-15062: ASM FZ# €4 B &

ORA-15025: RikiTH## "/dev/rdsk/cl2t0d2"

ORA-27041: Fikdr L H

HPUX-1a64 Error: 6: No such device or address

Additional information: 3

Thu Jun 25 05:00:29 2009

Errors in file /u01/app/oracle/admin/billbj/udump/billbjl_ora_8759.trc:
ORA-15062: ASM disk is globally closed

ORA-15025: could not open disk "/dev/rdsk/c12t0d2*

ORA-27041: unable to open file

HPUX-i1a64 Error: 6: No such device or address

Additional information: 3

FEEX MR, A—PEEHIR : ORA-15062;: ASM 55 E 4R . Wit 208, i TRia i,
ASM WG BEAE AR OCHT, ASM GRS RFT A
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Thu Jun 25 06:08:18 2009

Errors in file /u01/app/oracle/admin/billbj/bdump/billbjl_j000 28682.trc:
ORA-12012: B #H#MAT/EL 373272 45

ORA-12008: S:ARALALE 4 fl 37 94-1% W A L A%

ORA-01115: M X+ 125 #:BUkefHIL 10 4% Gk # 261773)

ORA-01110: #4#EX# 125: "+DG_DATA_03/billbj/datafile/phoenix_default.304.679315039"
ORA-15078: T.i%#%l#r# ASM mE#&4

ORA-06512: 7 ''SYS.DBMS_SNAPSHOT", line 2254

ORA-06512: 7 ''SYS.DBMS_SNAPSHOT", line 2460

ORA-06512: % '"SYS.DBMS_IREFRESH", line 683

ORA-06512: % '"SYS.DBMS_REFRESH", line 195

ORA-06512: % line 1

SRJ5 Oracle K1 iZ i #4H ( DG_DATA_03) AT (14 Offline BLkAb B, X SEfr b2 Sl 1 4i Ry

Thu Jun 25 06:10:41 2009

KCF: write/open error block=0xceOdb online=1
file=148 +DG_DATA 03/billbj/datafile/tbs_band_table_20.256.654268217
error=15081 txt: **

Automatic datafile offline due to write error on

file 148: +DG_DATA_03/billbj/datafile/tbs_band_table 20.256.654268217

KCF: write/open error block=0x72b online=1
file=21 +DG_DATA 03/billbj/datafile/tbs_default_idx_20.265.654273237
error=15078 txt: "*

Automatic datafile offline due to write error on

file 21: +DG_DATA_03/billbj/datafile/tbs_default_idx_20.265.654273237

KCF: write/open error block=0x4c6e9 online=1
Ffile=50 +DG_DATA_03/billbj/datafile/tbs_band_dailytable_20.270.656595577
error=15078 txt: "*

Automatic datafile offline due to write error on

file 50: +DG_DATA_03/billbj/datafile/tbs_band_dailytable_20.270.656595577

KCF: write/open error block=0x42ab9 online=1

file=57 +DG_DATA_03/billbj/datafile/tbs_band_dailytable_20.273.656599591
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